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Q.P. Code:23202

Total Marks: 75

N. B.: (1) All questions are compulsorv.
(2) Make suitable assumptions wherever necessary and state the assumptions made.(3) Ansrr,rers to the same guestion must be *ritt"n'to*"tt"r. 

=____..-
(4) Numbers to the risht indicate marks. 

-(5) Draw neat labeled diaerams wherever necessarv.

a. Explain different principles of security.
rl List and erplain differ"ert types of crirrinal attacks. Gi'e example of each one.c' List different transposition techniques. Exprain any one with exampre.
d A and B want to establish a secrete key using the Diffie-Hellman Kay Exchange protocol.

Assuming the values as n=11,g--5,x=2 and y=3, find out the values oia,g ,na",-hn,.1r., f..U.
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2. Attempt qnv two of the following:
a, Explain cipher feedback mode.
b. Explain DES algorithm.
c. How subkey is generated for rounds of IDEA algorithm?'
d. Explain the working of RC5.

10

10
3

a

b

C.

..d.

Attempt qnv two of the following:
Explain with examplc RSA algorithm.
Write down difference between symmetric and asymmetric key cryptography.
Explain how MD5 works.

y::::1i::sage a,uthenrrcarion code? write down disadvanrases or hash-based messageautnenttcatron code.

4. Attempt anv two of the following:
a list ar,d explain various fierds in a X.509 digitar certificate version 3.
b What is need of serf-signed digitar certificates and cross certif icate i
c' write down the difference between oniine certificate revocation status checks and simpiecertificate validation protocol.
d List and explarn pKlX services.

5. Attempt anv two of the fotiowing:
a. Explain the purchase request transaction of SET.

h. List different email security protocors. Exprain any one in detair.
r. Explain IP Datagram forma.
d. List and expiain different fields of security associatton dataoase.
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6. Attempt qnv twoof the following:
a. What is authentication token? Explain how it works. Also list different types of

authentication token.
b.

c.

d.

7.

a

b.

C,

d.

p

f. List and explain different

List and explain different types of attacks.

Explain how subkey is generated in blowfish algorithm.

Write down difference between MD5 and SHA-1.

List different public key cryptography standards, Explain any two of them.
What is electi'onic money? Classify electronic money based on

i. Tracking of mcney

ii. lnvolvement of the bank in the transaction.
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Write a short note on one-wav a$hentication.. €-38
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N. B.: (1) All questions are compulsory.

,.tTot"al=MaEk*.75
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d.
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e.

f.
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Discuss the importance of independent testing.
Discuss the IEEE 829 standard Test ptan template.
Explain brieflv the major types of test st,-ategies that
Define the following: defect density, failure rate, test

l

Attempt an' two of the foll.rwing:
Classify dir,erent types of tests according to the proct
Summarize the potentiai benefits and risks

State the main principles of introducing a

Define the follov,,ing: debugging tool, driver,
testing.

Q.7 -.Attempt 41y three of the follor/
-,/-a. Explain briefly the fundamental
b. Dei-ine COTS, veritication, valida
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N. B.: (1) Allquestions are compulsory.
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C.

d.
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Atterrrpt ani two of the following:
Explain Aichitecture of Hibernate framer,vork in cJetail.
Wilat is vaiue stack in struts? State and exaplin the execution flow of value stack.
!Vrite a short on Interceptors in struts.
E.xplain structu re of h i bern a te.cfg.xm I [il e.
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(2) Make suitable assumptions wherever necessary
(3) Answers to the sanre question must be wr:tten I
(4) Numbers to the rieht indicate marks. 

-(5) Draw neat labeled diaerams wherever necessarv.:
(6) Use of Non-programmable calculators is a!_tqwgC:
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Attempt any three of the following: 15
What is CheckBoxGroup? Explain with Example.
Write a java program to demonstrate the use of Tabbed panes.

What is the purpose of WEB-INF file? Explain.
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10Attempt qny two of the following:
What is POP3? What is IMAP4? Explain and compare them.
Hour is vsftpd i'un over SSL? What are the SSL-related configuration directives for vsftpd over

-fsBsc -r-T

L\v-\K

N. B;: (1) Allquestions are compulsory.
(2) Make suitable assumptions wherever necessary and
(3) Answers to the same question must be

(4) Numbers to the risht indicate ma;ks.

SSL? Explain

c. How can anonymous ftp access be disabled in vsftpd? Explain.

d. Explain the configuration process of Postfix mail server?

6. Attempt d'nv twoof the following: 10

a. What are the changes in Apache 2.0 comcared to Apache 1.x? Explain.

b. Explain the userdel and usei-nrod command with options and arguments.
c. How can r,ve build packages from source rpms? Explain the varlousvalid build stages.

d. What are the advantages of shadow passwords over traditional passwoi-d system?

[TURN OVER]
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b.

C.

d.

2.

a.

b.

d.

3.

a.

b.

c.

d.

4.
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Attempt anv two of the following:
What are different Linux distributions?
Explain the duty of the Linux system adrr
Explain the booting process of the Linux

Explain the Extended 3 file system.

Linux?

What
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Explain the RAID levels 0,1,5,6 and i0.
Explain the showmount command with options and example.
Explain in detail the configuration process of squid.
what are zone statements? Explain the differ'ent vaiues for the zone statement.
What is vsftpd? Enumerate and explain its features and usability enhancements. What are
the distinguishing features of ProFtpd?
Explain the AddHandler, AddLanguage, AddDefaultCharset and AddCharset directives.

''.;-'.::. .,"' 
l

l: l ' j

15

,:.
]:, ]

i'" ./
-.j ,

." .1,:

z


